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Abstract—Anomaly detection is a typical and crucial research area in machine learning and Statistics. It involves
many classic methods and state-of-the-art models in supervised
learning, unsupervised learning, and semi-supervised learning.
This paper presents a novel unsupervised model named LAG
based on the Latent Dirichlet Allocation (LDA), Autoencoder
(AE) and Gaussian Mixture Model (GMM), which provides
a comprehensive solution for the anomaly detection on both
structured data and unstructured data. Unsupervised anomaly
detection on high-dimensional data is of great importance in both
academic research and industrial applications for its outstanding
performance and low expense (since no labels are needed for the
model training). In this paper, we utilize the LDA to transform
the unstructured data into a topic probability vector and use
the Autoencoder to generate a low-dimensional representation.
Eventually, we leverage the GMM to perform density estimation
and anomaly detection. Instead of using decoupled multi-stage
training, we jointly optimize the parameters of the AE and
GMM simultaneously with a pre-trained LDA. The Experiments
indicate LAG outperforms state-of-the-art anomaly detection
models with more than 8% F1-score improvement on the public
datasets and 5% F1-score improvement on the private dataset.
Index Terms—Anomaly Detection, LDA, Autoencoder, GMM,
Joint Optimization, Variational Inference

I. I NTRODUCTION
A. Background Introduction

Fig. 1. LAG Structure

issue is not only from the unstructured data but also from
structured data. The way to address this issue for structured
data includes two primary approaches. First one is a two-step
model with dimension reduction in the first step and density
estimation in the second step. The disadvantage of this approach
is that because the two steps are independently conducted, the
dimension reduction step may lose the key information of
the anomaly detection step. Therefore, this approach often
leads to a suboptimal solution. Another approach is combining
the dimension reduction and density estimation by the joint
optimization technique which trains the two steps at the same
time under a single objective function. This approach can avoid
the loss of key information of the original feature space. We
use the second approach to process the output of LDA. Aside
from the output of LDA we also have other predictive features
as the input for Autoencoder. The structure of the entire model
is as the following Chart1.

Anomaly detection is a critical problem in many areas, such
as information system, medical care, and finance. In terms
of the bank industry, anomaly detection or fraud detection is
extremely important for Risk management and Compliance.
Much outstanding progress has been made in financial anomaly
detection in the past few years, most of them are based on the
structured data. The development of big data techniques and
more advanced analytical tools make it possible to process the
unstructured data. However, the unstructured data often involves
much higher input dimension, which dramatically increases B. Related Work
the difficulty of density estimation. As the core technique of
Anomaly detection is broadly used in many industries.
anomaly detection, density estimation identifies the outliers or Recently, an increasing number of anomaly detection techniques
anomalies by the low-density areas. Therefore, the issue of based on the deep neural network was published. The popularity
high-dimension input has to be addressed for the unstructured of the deep anomaly detection (DAD) is mainly because the
data based anomaly detection. In this paper, we use the Latent access to large-scale data becomes cheaper and the prediction
Dirichlet Allocation technique to transform the unstructured accuracy of deep neural network models is much higer.
data into a low-dimensional vector space, which efficiently Adewumi and Akinyelu [2017] [1] provided a comprehensive
addresses the curse of dimensionality. The high dimension survey of deep learning-based methods for fraud detection.

A broad review of deep anomaly detection techniques for
cyber-intrusion detection was presented by Kwon et al. [2017]
[2]. An comprehensive review of using DAD techniques in
the medical care was introduced by Litjens et al. [2017] [3].
Aside from the structured-data based review, many unstructureddata based methods were introduced in the most recent years.
The advanced deep learning based methods for video anomaly
detection along with various categories have been introduced in
Kiran et al. [2018] [4]. The DAD techniques in the applications
of speech recognition, video detection, text anomaly detection,
etc were presented by Mohammadi et al. [2017] [5] and Ball
et al. [2017] [6]. Compared with the above review, one of
the contributions of this paper is innovatively utilizing the
topic model in NLP to convert the unstructured data which
contains the customer behavior information to a dense vector
space or low-dimensional space. As the first phase of our deep
DAD model, it provides the input data for the subsequent
layers. Most machine learning models treat the dimensionality
reduction (DR) and clustering independently, but the most
current research has shown that the joint optimization of DR
and clustering can significantly improve the performance of
both. As mentioned in the paper of Bo Yang et al. [2017]
[7], many attempts have been conducted to jointly optimize
the DR and clustering. In the paper of De Soete & Carroll,
[1994] [8]; Patel et al. [2013] [9]; Yang et al. [2017] [10],
joint DR and clustering was considered. The rationale is that
if there exist some latent space where the entities ideally fall
into clusters, then it is natural to seek a DR transformation
that reveals such structure, i.e., which yields a low K-means
clustering cost. Bo Yang et al. [2017] [7] introduced a joint
DR and K-means clustering approach in which DR is realized
by learning a deep neural network (DNN).The purpose of
this model is to keep the advantage of jointly optimizing the
two steps, while exploiting the ability to approximate any
nonlinear function of DNN. K-means is a hard clustering
technique, but in many cases, the probability of each cluster or
segment is critical for anomaly detection. Bo Zong, et al. [2018]
[11] proposed a jointly optimized deep autoencoding Gaussian
mixture model (DAGMM) for anomaly detection based on the
structured data. The model significantly outperforms state-ofthe-art anomaly detection techniques, and achieves up to 14%
improvement based on the standard F1 score on several public
benchmark datasets. The advantage of this model is as follows.
Firstly, it avoids the need of pre-training. Secondly, it is more
likely to approach the global optima instead of local optima.
This paper leverages the structure of Autoencoder and GMM
layers from DAGMM and enhances the model by involving
the feature processing part with LDA and jointly optimize the
parameters of each part, which is an extension of DAGMM
on the unstructured data.

the requirement. From the bank perspective, the traditional
customer profiling data is not sufficient for the real-time
anomaly detection since the update frequency of such data
is not in real-time. The ideal data is from the raw message of
each transaction. However, such data is a typical text data and
is very unstructured. How to utilize this data to construct a
more predictive model becomes a critical issue. In this paper,
we leverage the NLP topic model Latent Dirichlet Allocation
(LDA) to convert the unstructured data to a topic probability
vector. We also attempt to perform other topic models and
dimension reduction models in this phase as the benchmark
models such as Non-negative matrix factorization (NMF) and
PCA. It turns out that using LDA as the dimension reduction
method in the entire LAG model has a better performance than
the other methods based on the experiments with real-world
data.
1) Construct Text Corpora: The LDA model is designed
for the NLP problem. It requires three basic components,
words, documents and corpora. The first challenge is how
to convert the financial transactions to such components. This
paper provides a simple way to perform the conversion. A
single transaction is a raw message text. The message text can
be tokenized as a list of tokens according to which sort of
information should be collected. For instance, a raw message
text contains the transaction type, payment method, transaction
amount and transaction date, etc in which we can only tokenize
the transaction amount and the transaction type since these are
predictive features for anomaly detection. By concatenating all
generated tokens as a single string, we can convert a transaction
to a word. Notice that all the tokens should be a categorical
value. For the continuous value such as transaction amount
should be bucketed to groups. A document consists of a batch
of transactions of a specific customer, which represents the
financial behavior of this customer. The corpora consists of all
documents eventually.
2) Efficiency of LDA: LDA is a generative probabilistic
model for the text or discrete data designed by Andrew
Y. Ng et al. [2003] [12]. LDA is also a typical dimension
reduction technique, which can convert a document to a topic
probability vector. Given a set of documents in a corpus,
each of which contains a set of words, LDA discovers K
topics for each document, represented as latent factors each
taking the form of a distribution of words. The LDA model
assumes a generative process for each document d that its
topics Zdn follow Multinomial(θd ) drawn from Dirichlet θd ∼
Dir(α), and each word wdn is chosen from selected topic by
wdn ∼ Multinomial (βzn ) drawn from Dirichlet βk ∼ Dir(η).
Two major algorithms for inferring the model parameters
are variational inference and gibbs sampling. The former is
a simplified approximation method that results in a biased
estimate, but is computationally efficient with well-defined
numerical convergence criteria, while the latter is a probabilistic
technique that converges to an unbiased solution, but its
convergence is hard to diagnose. Here we discuss briefly
the variational inference EM algorithm, which is used in our
LAG model. In the variational inference EM algorithm, the

II. M ETHODOLOGY
A. Customer Profiling with LDA
An increasing requirement of the anomaly detection and
fraud detection in the financial industry makes it urgent to
broaden the scope of data and explore more techniques to meet
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intractable distribution of the hidden variables given the data
P (θ, z|w, α, β) is approximated by a simplified, conditionally
independent variational distribution as shown below:

Q(θ, z|γ, φ) =

YZ

M

d=1

[q(θd |γd )

YZ

TABLE I
T IME C OMPLEXITY C OMPARISON FOR D IFFERENT DR M ETHODS
DR Methods
LDA
NMF
PCA
Kernal-PCA

Nd

[P (zdn |φdn )]] (1)

n=1

Where γ and {φ1 , · · · , φN d } are free variational parameters.
In the E-step, given fixed parameter inputs α and β, optimal
values of γd and φd are found using the algorithm as follows.

Time Complexity
O(nmk)
t 2
O((nm)2 t )
O(m3 )
O(m3 )

of the TF-IDF Matrix of text corpus, n as the number of data
or documents and k as the number of topics. Thus, the time
Algorithm 1 E-step with fixed α and β inputs
complexity of LDA is nmk.
3) Advantages of LDA: The traditional bag of words method
initialize φ0ni := 1/K for all word n and topic i
will convert all unique words of the corpora as features and
initialize φi := αi + N/K for all topic i
represents a document in a high-dimensional feature space.
repeat
The high dimension issue will bring troubles for anomaly
for n = 1 to Nd do
detection. When the dimensionality of input data becomes
for i = 1 to K do
t
higher, it is more difficult to perform density estimation in
))
φt+1
:=
β
exp(Ψ(φ
iw
n
i
ni
the original feature space, as any input sample could be a
end for
rare event with a low probability to observe as referred by
normalize φt+1
to sum to 1
n
the research of Chandola et al. [2009] [13]. Conventional
end for
PN
dimension reduction methods for anomaly detection include
γ t+1 := α + n=1 φt+1
n .
SVD, PCA and kernel PCA with implicit non-linear projections
until converge
induced by specific kernels. The time complexity of PCA
3
Where Ψ is the Digamma function. φ and γ are the and kernel PCA is O(m ), here m is the number of feature
variational parameters as defined previously.The algorithm dimension of the TF-IDF Matrix of our transaction text corpora.
indicates a requirement of O(Nd K) operations for a single Compared with the time complexity of LDA from the Table1,
document. Since empirical experiment suggests the number of PCA is less computationally efficient than LDA. Also, some
iterations required is in the order of Nd to achieve convergence, research indicates that PCA based anomaly detection methods
the total number of operations is roughly M Nd2 K for a corpus are sensitive to the noise. A significant amount of anomalous
samples could also lurk with a normal level of error by using
of size M .
The M-step is completed by maximizing the resulting lower PCA if the data are noisy.
Non-negative matrix factorization (NMF) is another popular
bound on the log likelihood with respect to α and β. The
topic model, which is based on the matrix decomposition and
two
steps
repeat
until
the
lower
bound
of
likelihood
`(α,
β)
=
PM
1
optimization techniques. As an NP-hard problem, the time
d=1 [logp(wd |α, β)] converges . The complexity of the Mstep is O(V K), where V is the total vocabulary in the corpus. complexity of NMF is thus dependent on the stopping criteria
When applied to customer transaction data, we regard a of iterative updates. Suppose t iterations are implemented, m
batch transactions of each customer as a document and each is the number of feature dimension of TF-IDF Matrix and n is
of data or documents. The NMF is subject to an
transaction as a word, LDA then learns the topics (patterns) the number
O(2t t2 )
complexity at a worst-case scenario. At an optimal
of the customer behaviors, formed by the type of transactions (nm)
t
O(t2 )
. Because of its strong
they make. Notice that V is the vocabulary size, which is also case, the NMF requires (2 nm)
the number of feature dimensions of the TF-IDF Matrix. As capability in information compression, NMF has been widely
the number of unique words2 of a single document Nd , we can applied in applications such as facial and voice recognition,
conclude Nd < V . Therefore, the time complexity of the corpus and text mining problems. However, compared with the time
M Nd2 K < M V 2 K. Based on the following research of Dave complexity of LDA, NMF is much less efficient than LDA.
The dimension reduction as the first and the most imBlei3 , the complexity of LDA by the mean-field variational
inference is actually M V K instead of M V 2 K. In the following portant step in anomaly detection is very easy to lose the
section, we will use m as the number of feature dimensions key information for detecting the anomalies from normal
samples as referred by the research of Bo Zong et al. [2018]
1 Again variational inference provides a tractable lower bound on the log
[11]. Such an issue is caused by two difficulties: First is
likelihood, which can be maximized with respect to α and β.
independent optimization for dimension reduction and density
2 In the original LDA paper, N represents the number of all words in a
d
single document. However, it turns out that Nd can be the number of unique estimation. Second is the inappropriate dimension reduction
words instead based on the following research of LDA.
method. The first one can be addressed by joint optimization,
3 The reason is that, in a document, we need not compute posterior
which will be explained thoroughly in the following section.
multinomials for each instance of each word but only once for each unique
word in that document. In the LDA paper, editors did not write things down The second difficulty can be only addressed by attempting
that way to make the math simpler.
different approaches and comparing the performance of models
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with different dimension reduction methods. Based on the
experiments conducted in the following section, it turns out
that LDA as the dimension reduction method in the entire model
has the best performance with more than 6% improvement at
F1-score compared with other dimension reduction methods.

By the transformation in Table3, the above GMM posterior
can be represented as a log-linear model:

P
>
>
l exp x Λcl x + λcl x + αcl

pLM M (c|x) = P
(7)
>
>
0
c0 exp x Λcl x + λel x + αc l

B. The Equivalence of GMM and LMM

Such a log-linear model shall be referred to as a log-linear
mixture model (LMM). We have the second lemma as follows:
Lemma2: The posterior LMM in the equation 7 and
posterior GMM in the equation 6 are equivalent.

The Log-linear model is a discriminative model estimating
posterior probabilities of class c given the feature vector x ∈
RM :

exp wcT f (x) + bc

pθ (c|x) = P
(2)
T
0
c0 exp wc0 f (x) + bc

TABLE III
PARAMETERS T RANSFORMATION FROM GMM INTO LMM

where the parameter set θ = {wc , bc }, and the specific parameGMM
LMM
ters wc ∈ RK , bc ∈ R. The feature function f (x) : RM → RN
Λcl
− 12 Σ−1
cl
corresponds to the mapping function such as linear, polynomial
λcl
Σ−1
cl µcl


−1
or any non-linear feature mapping.
αcl
− 12 µ>
cl Σcl µcl + log |2πΣcl | + log p(c)
The multivariate Gaussian density function of class c given
the feature vector x ∈ RM :


The Softmax layer uses a Softmax function to normalize the
1
1
> −1
input
data to a vector that each component will be in the interval
N (x|µc , Σc ) =
exp
(x
)
Σ
(x
)
−
(3)
µ
µ
1
c
c
c
2
|2πΣc | 2
(0, 1), so that they can be interpreted as probabilities. Assume
K
where the parameter set is{µc , Σc }, µc is the mean vector, Σc is the input vector z = (z1 , . . . , zK ) ∈ R has K dimension,
the covariance matrix, and xµc = x − µc . The joint probability then each component of vector z after transformed by Softmax
of the single Gaussian model includes the class prior p(c) ∈ R function is as follows:
ez i
is defined as: p(x, c) = p(c)N (x|µc , Σc ). Using the Bayes rule
Softmax(z)i = PK
(8)
p(x,c)
P
zj
the posterior can be derived as p(c|x) =
0 . Therefore,
j=1 e
c0 p(x,c )
the class posteriors induced by the single Gaussian model is:
Compare the above Softmax function with the Log-linear
p(c)N (x|µc , Σc )
P
pGauss (c|x) =
(4) or LMM posterior, we can easily understand that they are
0
equivalent. That’s why we can use a Softmax layer to represent
t p (c ) N (x|µc , Σc )
By the following transformation as showed in Table2, we can a GMM posterior. Therefore, we have following theorem:
T heorem: The Log-linear model in equations 2,5,7 corconvert the Gaussian posterior to a Log-linear posterior.

responds
to the Softmax output layer. The network from the
exp x> Λc x + λ>
c x + αc
Autoencoder
up to the output of the last hidden layer of the

(5)
plog (c|x) = P
>
>
0
entire model forms the feature function f in the equation 2.
c0 exp x Λc x + λc0 x + αc
Therefore, we have the first lemma as follows:
C. Joint Optimization for Autoencoder & GMM
Lemma1: The posterior log-linear model in the equation 5
As mentioned in the section Advantage of LDA, these
and posterior Gaussian model in the equation 4 are equivalent.
approaches that separate dimension reduction step and density
estimation step will lead to a suboptimal solution because
dimensionality reduction is unaware of the subsequent density
TABLE II
PARAMETERS T RANSFORMATION FROM G AUSSIAN INTO L OG - LINEAR
estimation and the key information for anomaly detection can
be removed in the first place, Bo Zong et al. [2018] [11].
Gaussian
Log-linear
Therefore,
it is desirable to combine two steps together and
Λc
− 12 Σ−1
c
−1
jointly
optimize
the parameters of both steps. In this section,
λc
Σ
µ
c
c


−1
we
propose
a
deep
Autoencoder combined with a multi-layer
αc
− 21 µ>
Σ
µ
+
log
|2πΣ
|
+
log
p(c)
c
c
c
c
network of GMM, whcih is mainly based on the DAGMM
from the research of Bo Zong. Our LAG model can be seen as
The Gaussian mixture model (GMM) is defined as the an extension of DAGMM for unstructured data. However, the
superposition of Gaussian densities with the mixture weights advantage of LAG over DAGMM is not only the capability
p(l|c) ∈ R, 0 < p(l|c) < 1, ΣlP
p(l|c) = 1. For all c, we have the of handling unstructured data but also joint optimization on
joint distribution as p(x, c) = l p(l|c)N (x|µcl , Σcl ). Similar LDA and DAGMM, which will be briefly explained in the
to the single Gaussian posterior, the class posterior of GMM section of future work. In this section, we only focus on the
is as follows:
joint optimization of Autoencoder and GMM.
P
The Autoencoder and LDA preserve the key information
p(c) l p(l|c)N (x|µcl , Σcl )
P
pGMM (c|x) = P
(6) of customer behavior pattern in a low-dimensional space.
0)
0 ) N (x|µ 0 , Σ 0 )
p
(c
p
(l|c
0
cl
cl
c

l
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The function of such Autoencoder includes extracting key
information for anomaly detection and providing reconstruction
error for each sample. Assume X is the input of Autoencoder,
yl is the low-dimensional representations, yl = fe (X|we , be ),
w, b are the parameters of encoder, fe is the encoder function.
0
In the decoder step, Autoencoder can generate an output X
0
to represent the input X. X = fd (yl |wd , bd ), wd , bd are
the parameters of decoder, fd is the decoder function. The
0
reconstruction error is the L2 distance between X and X ,
2
which is denoted by yr = kX − X0 k2 . Therefore, the output
of Autoencoder or the input of GMM is as follows:
y = [yl , yr ]

normal or anomaly. Conventionally, the energy function is used
more often, which is expressed as E = −log (L).
Instead of performing optimization independently for Autoencoder and GMM, we jointly optimize all parameters by
mixing the objective functions together. The parameter set is
p = (we , be , wd , bd , wg , bg , µk , Σk , θk ), k = 1..K. The joint
objective function JP is as follows:
N
1 X
Xi − Xi 0
N i=1

2

+

N
N X
d
X
λ1 X
Ei + λ2
D(Σjk ) (17)
N i=1
i=1 j=1

Notice that the Ei is the energy value of the ith sample. λ1 ,
λ2 are the hyperparameters for penalty items. GMM usually
has the singularity problem, which is caused by the trivial
solutions. The trivial solution are triggered when the diagonal
entries in the covariance matrices degenerate to 0. To avoid
this problem, we add an extra penalty item which is the sum
of diagonal entries of all covariance matrix, where D(Σjk ) is
the sum of diagonal entries for matrix Σjk . This penalty item
can avoid the trivial solution since small diagonal entries will
cause a big value of this item.

(9)

yl = fe (X|we , be ), yr = kX − X0 k

2

(10)

Given the low-dimensional representations y and integer K
as the number of mixture components, GMM can perform
the density estimation. Assume the GMM mixture-component
distribution is θ, mixture means µ, and mixture covariance
matrix Σ. Instead of using EM to estimate the θ, we use a
multi-layer network with the last Softmax layer to perform the
estimation. The foundation of this method has been explained
in the previous section. the estimation of GMM is as follows:

III. E XPERIMENTS

In this section, we select some most popular public benchmark datasets to evaluate the effectiveness of our LAG model
α = Softmax(z)
(12) and compare the model performance of LAG with some stateof-the-art unsupervised anomaly detection models. Also, we
Where α represents the predicted soft mixture-component
will introduce the detailed training strategy, optimization tricks,
membership of GMM. wg , bg is the parameters of the multimodel configuration, etc of this model.
layer network. fM LN is the multi-layer network function.
Given a batch of N samples and the mixture-component A. Public DataSet
membership prediction α̂, we can estimate the parameters
We select three benchmark datasets: 20 Newsgroups, AG
of the kth component of GMM as follows:
News and Reuters-21578. The rationale of such selection is
z = fM LN (y|wg , bg )

θ̂k =

(11)

N
X
α̂ik
i=1

N

PN
α̂ik yi
µ̂k = Pi=1
N
i=1 α̂ik
PN
Σ̂k =

i=1

the selected datasets are text datasets with many experiment
results. Also, as the datasets for text or topics classification,
they are very suitable for our model. The description of the
datasets is as follows:
• 20 Newsgroups: The 20 Newsgroups dataset is a collection of approximately 20,000 newsgroup documents.
The data is organized into 20 different newsgroups, each
corresponding to a different topic.
• AG News: The AG’s news topic classification dataset is
constructed by choosing 4 largest classes from the original
corpus. Each class contains 30,000 training samples
and 1,900 testing samples. The total number of training
samples is 120,000 and testing 7,600.
• Reuters-21578: The Reuters-21578 dataset contains a collection of documents that appeared on Reuters newswire
in 1987. The documents were assembled and indexed with
categories. This dataset is appropriate for testing natural
language processing and information retrieval algorithms.
It has 8000 documents and 15,818 words.
For anomaly detection instead of text classification, we need
to perform some adjustments on the datasets. Firstly, we need to
separate the text documents with different topics or categories
into normal groups and anomaly groups. The strategy is that

(13)

(14)
T

α̂ik (yi − µ̂k ) (yi − µ̂k )
PN
i=1 α̂ik

(15)

Notice that αˆik is the membership estimation for the kth
component based on the ith sample. The µˆk , Σˆk is the estimated
paramaters for the kth Gaussian distribution. The likelihood
function of GMM can be further represented as follows:


T
K
(y
−
µ̂
)
exp − 12 (y − µ̂k ) Σ̂−1
X
k
k
r
(16)
L=
θ̂k
N
k=1
(2π) Σ̂k
The anomaly evaluation is usually based on the likelihood
function or energy function. Specifically, in the testing phase,
when the likelihood of a testing example is very small or the
energy value of this sample is very big, we can conclude that
the testing sample is likely to be an anomaly. Given a predetermined threshold, all samples can be easily classified as
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hold all documents under a specific topic or category as the
normal documents and randomly select documents from the
rest of the topics or categories as the anomaly documents.
Consider the topic is hierarchical, we choose the low-level
topics to generate samples since the low-level topics contain
more documents for training the neural networks. Another
strategy to expand data is dividing each document into several
pieces, each piece shares the same topic. In our experiment,
we divide each document into four pieces. The tweaked dataset
is displayed in Table44 .

TABLE V
P RIVATE DATASET

MODEL COMPARISON OF

Transactions

LAG
PCA+DGMM
Kernel-PCA+DGMM
NMF+DGMM
LDA+OC-SVM
PCA+OC-SVM
Kernel-PCA+OC-SVM
NMF+OC-SVM

Precision

Recall

F1-score

0.9484
0.8866
0.8637
0.8743
0.8638
0.8825
0.8770
0.8712

0.7502
0.6997
0.6746
0.7307
0.6155
0.6812
0.7127
0.5498

0.8357
0.7734
0.7386
0.7855
0.7085
0.7561
0.7806
0.6505

TABLE IV
20 NEWSGROUPS

STATISTICS OF ADJUSTED

Normal Topic
hardware
autos
sports
science
religion
politics

#Document
5312
1986
1993
5233
1625
3492

#Normal
21248
7944
7972
20932
6500
13968

#Anomaly
1338
381
263
1004
403
712

C. Model Comparison

Ratio
0.063
0.048
0.033
0.048
0.062
0.051

We select some of the state-of-the-art models as the benchmarks including NMF, PCA, kernel-PCA as the alternatives
of LDA in the dimension reduction step and DGMM, OCSVM in the density estimation step. Notice that the alternatives
of LDA need to be performed on the TF-IDF Matrix, only
LDA can be directly performed on the raw data. For all public
datasets, the anomalies are taken as positive samples. For the
private dataset, suspicious customers are taken as positive
samples. The metrics we have used are Precision, Recall,
and F1-score. The predicted anomaly samples in the testing
phase are determined by the sample energy as described in the
Methodology section. The sample with top-ranked energy will
be detected as an anomaly. Different thresholds will generate
different confusion matrices and F1-scores. We choose the
best threshold based on the highest F1-score. The following
Table5 shows the averaged metrics values for the private dataset,
where the metrics for LAG outperforms the other models. It
achieves the 5% improvement at F1-score compared with the
best model. Table6 shows 8% improvement at F1-score on the
public datasets. Only in the AG News experiment LAG doesn’t
achieve the highest F1-score, but the score is still good.

All the public datasets are adjusted in the way as described
above. Notice that because of the extreme imbalance of the
real-world data of anomaly detection, we need to keep the
anomaly ratio very low to meet the requirement, which is
shown in the last column of Table4. In all cases, we hold out
10% of the data for testing purpose and trained the models
on the rest of 90% data. The final metrics for evaluating the
model performance will be averaged by the metric on each
topic or category. For instance, the final F1-score on the 20
Newsgroups dataset will be the average value of the F1-score
of each topic in the Table4. Moreover, the stop words will
be removed before training the model and the optimization
method we used is SGD.
B. Private Dataset

IV. F UTURE W ORK

The purpose of this paper is to provide an anomaly
detection solution for the transaction text data. Because of
the confidentiality of financial transactions, there is few
public data for academic research. Therefore, we exploit the
private dataset from a global bank to validate the capability
of suspicious transaction detection and suspicious customer
behavior detection of our model. We only post the model
performance results in Table5. Any sensitive information about
companies and customers will not appear in this paper. The
private data consists of 30 million raw transaction messages
which contain 100 thousand confirmed suspicious transactions
and 50 thousand unqiue customers. Each transaction contains
many key-information such as amount value, transaction type,
payment method, originator’s name, and beneficiary’s name,
etc. Similar to the public dataset, we keep 10% data for testing
purpose and the rest 90% for training the model.

The ideal solution for our project is an end-to-end fashion
of LAG, where we could perform joint optimization on LDA,
Autoencoder, and GMM. However, the current LAG model is
only achieved by joint optimization on Autoencoder and GMM.
In the current phase, pre-training is necessary for LDA. The
difficulty for the ideal solution is how to put the deep neural
network and LDA in the same framework and consider the
entire optimization problem from the perspective of Variational
Inference.
V. C ONCLUSION
In this paper, we propose a novel unsupervised anomaly
detection model named LAG structured by LDA, Autoencoder,
and GMM. The innovation of this paper includes the following
aspects: Firstly, we propose a way to conduct tokenization
for the transaction data, which can convert a transaction to a
word and a batch of transactions to a document that represents
the financial behavior of a customer. Secondly, we provide
a way to deal with the unstructured data by exploiting LDA,

4 We only choose the dominant topics with sufficient documents and unique
words to meet the requirement of deep neural network training.
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TABLE VI
P UBLIC DATASET

MODEL COMPARISON OF

20 Newsgroups

LAG
PCA+DGMM
Kernel-PCA+DGMM
NMF+DGMM
LDA+OC-SVM
PCA+OC-SVM
Kernel-PCA+OC-SVM
NMF+OC-SVM

AG News

Reuters-21578

Precision

Recall

F1-score

Precision

Recall

F1-score

Precision

Recall

F1-score

0.9710
0.8893
0.9015
0.8593
0.8841
0.8360
0.8508
0.8981

0.7574
0.5728
0.6494
0.6259
0.5888
0.5975
0.5436
0.5692

0.8270
0.6879
0.7412
0.7162
0.7013
0.6795
0.6546
0.6883

0.7940
0.7345
0.7757
0.7918
0.7883
0.8044
0.8097
0.8186

0.5632
0.4802
0.5839
0.5831
0.5867
0.6194
0.5379
0.5742

0.6588
0.5637
0.6544
0.6556
0.6581
0.6857
0.6151
0.6652

0.8245
0.7981
0.8065
0.7911
0.7163
0.7957
0.7666
0.7902

0.6803
0.5032
0.5796
0.5942
0.4273
0.5114
0.4924
0.5873

0.7410
0.5714
0.6652
0.6563
0.4848
0.6033
0.5848
0.6606

which can transform text data or any discrete data into a
low-dimensional space and the low-dimensional topic vector
generated by LDA will be very helpful in the downstream tasks.
Thirdly, we combine the LDA, Autoencoder, and GMM as an
entire model to perform anomaly detection. This novel model
shows outstanding performance on many benchmark datasets.
The reason for the outstanding performance based on our
analysis is due to the advantage of LDA in dimension reduction
and the advantage of joint optimization for the followed neural
networks, where we can keep the key information for anomaly
detection.
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